ZUTARI

IS MANAGEMENT
SYSTEM POLICY

Zutari provides engineering, management, specialist technical and advisory services for government and
private sector clients globally. Zutari’s business is an information business. Therefore, it is critical that
information assets of the organisation and our clients and partners are properly managed and protected.
By the application of due care, skill and diligence we aim to satisfy specific requirements of each client.
To achieve this aim, it is Zutari’s policy to apply and maintain an effective information security
management system complying with the requirements of ISO 27001.

The overall objectives of our information security management system are the availability, integrity and
confidentiality of digital, physical and verbal information during the entire information life cycle. We strive
to ensure the business continuity of Zutari and to minimise the risk of damage to Zutari’s business by
preventing information security incidents and reducing their potential impact. Whenever we work for our
clients or collaborate with partners, we apply the same principles to keep their information secure. For
this purpose, we implement organizational controls, people, physical, and technological controls.

The objectives of these controls are that:
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The requisite level of confidentiality of information will be assured
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QQ/ Integrity of information will be maintained

Availability of information for business processes will be maintained
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o) Information is protected against any unauthorised access or dissemination

@ Legislative, regulatory, and contractual requirements will be met

@ Business continuity planning will be undertaken

1 Information will be retained and destroyed in line with policy

[%’ Any breach of the information security policy will be reported and addressed as per policy
|

We recognize that this policy requires a clear commitment by management to the application and
continual improvement of the information security management system and an appreciation by our
staff and partners working under our control that adherence to the system is everyone’s business.
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